1. installation

1.1 add .vimrc to home dir of user and root

# sudo vi .vimrc

and add:  set nocompatible 

1.2 add to /boot/grub/menu.list:

noresume acpi=force pci=noacpi

1.3 Mylex Raid.

<Alt+R> to open raid configuration.

define pack

boot linux and configure disk:

# sudo fdisk /dev/rv/c0d0

# sudo mkfs.ext2 /dev/rd/c0d0

Configure data disk in fstab

sudo vol_id -u device

add to fstab:

UUID=3a365bde-79ea-44f4-b1f6-366e97d81102  /data  ext2    defaults,errors=remount-ro 0    1

make locate database:

sudo updatedb

2. Configure APT

2.1 First create a backup of the /etc/apt/sources.list file:

cp /etc/apt/sources.list /etc/apt/sources.list.original

2.2 Now we need to edit the file. 

I use VIM to do all my editing. If you don't know how to use VIM then I recommend using NANO to edit the file as it is a lot easier to use.

vim /etc/apt/sources.list

We will be commenting out the CD-ROM lines and will uncomment all the extra repositories. I'm posting a copy of my file for your reference.

/etc/apt/sources.list

#

# deb cdrom:[Ubuntu-Server 7.10 _Gutsy Gibbon_ - Release i386 (20071016)]/ gutsy main restricted

#deb cdrom:[Ubuntu-Server 7.10 _Gutsy Gibbon_ - Release i386 (20071016)]/ gutsy main restricted

# See http://help.ubuntu.com/community/UpgradeNotes for how to upgrade to

# newer versions of the distribution.

deb http://us.archive.ubuntu.com/ubuntu/ gutsy main restricted

deb-src http://us.archive.ubuntu.com/ubuntu/ gutsy main restricted

## Major bug fix updates produced after the final release of the

## distribution.

deb http://us.archive.ubuntu.com/ubuntu/ gutsy-updates main restricted

deb-src http://us.archive.ubuntu.com/ubuntu/ gutsy-updates main restricted

## N.B. software from this repository is ENTIRELY UNSUPPORTED by the Ubuntu

## team, and may not be under a free licence. Please satisfy yourself as to

## your rights to use the software. Also, please note that software in

## universe WILL NOT receive any review or updates from the Ubuntu security

## team.

deb http://us.archive.ubuntu.com/ubuntu/ gutsy universe

deb-src http://us.archive.ubuntu.com/ubuntu/ gutsy universe

deb http://us.archive.ubuntu.com/ubuntu/ gutsy-updates universe

deb-src http://us.archive.ubuntu.com/ubuntu/ gutsy-updates universe

## N.B. software from this repository is ENTIRELY UNSUPPORTED by the Ubuntu

## team, and may not be under a free licence. Please satisfy yourself as to

## your rights to use the software. Also, please note that software in

## multiverse WILL NOT receive any review or updates from the Ubuntu

## security team.

deb http://us.archive.ubuntu.com/ubuntu/ gutsy multiverse

deb-src http://us.archive.ubuntu.com/ubuntu/ gutsy multiverse

deb http://us.archive.ubuntu.com/ubuntu/ gutsy-updates multiverse

deb-src http://us.archive.ubuntu.com/ubuntu/ gutsy-updates multiverse

## Uncomment the following two lines to add software from the 'backports'

## repository.

## N.B. software from this repository may not have been tested as

## extensively as that contained in the main release, although it includes

## newer versions of some applications which may provide useful features.

## Also, please note that software in backports WILL NOT receive any review

## or updates from the Ubuntu security team.

deb http://us.archive.ubuntu.com/ubuntu/ gutsy-backports main restricted universe multiverse

deb-src http://us.archive.ubuntu.com/ubuntu/ gutsy-backports main restricted universe multiverse

## Uncomment the following two lines to add software from Canonical's

## 'partner' repository. This software is not part of Ubuntu, but is

## offered by Canonical and the respective vendors as a service to Ubuntu

## users.

deb http://archive.canonical.com/ubuntu gutsy partner

deb-src http://archive.canonical.com/ubuntu gutsy partner

deb http://security.ubuntu.com/ubuntu gutsy-security main restricted

deb-src http://security.ubuntu.com/ubuntu gutsy-security main restricted

deb http://security.ubuntu.com/ubuntu gutsy-security universe

deb-src http://security.ubuntu.com/ubuntu gutsy-security universe

deb http://security.ubuntu.com/ubuntu gutsy-security multiverse

3) Update APT

sudo apt-get update

4) Update the System

sudo apt-get upgrade (applications)

sudo apt-get update-dist (for kernel update)

5) Install OpenSSH Server

sudo apt-get install openssh-server

echo sioux.rrvader.nl > /etc/hostname
/etc/init.d/hostname.sh start

Afterwards, run

hostname
hostname -f

Both should show sioux.rrvader.nl now. 

6) Configure External Time Sync

This step can be optional if you prefer. I feel as though this should be required, however. In a network with a client/server model you want every device to have the exact same time. Otherwise concurrent file access and other items could run into unexpected problems. From a security stand point you want to make sure that all devices have the same time to track file changes in the case of an intruder. As I said, this is optional but I highly recommend it. 

First install the NTP service. This is a small install and is very easy to configure. 

# sudo apt-get install ntp

Now we need to edit the file /etc/ntp.conf and add an additional line to the file. Add "server pool.ntp.org" below "server ntp.ubuntu.com". Here is the command:

vim /etc/ntp.conf

Here is a copy of my file after making the change. 

/etc/ntp.conf

# /etc/ntp.conf, configuration for ntpd

driftfile /var/lib/ntp/ntp.drift

# Enable this if you want statistics to be logged.

#statsdir /var/log/ntpstats/

statistics loopstats peerstats clockstats

filegen loopstats file loopstats type day enable

filegen peerstats file peerstats type day enable

filegen clockstats file clockstats type day enable

# You do need to talk to an NTP server or two (or three).

server ntp.xs4all.nl

server ntp2.xs4all.nl

# By default, exchange time with everybody, but don't allow configuration.

# See /usr/share/doc/ntp-doc/html/accopt.html for details.

restrict -4 default kod notrap nomodify nopeer noquery

restrict -6 default kod notrap nomodify nopeer noquery

# Local users may interrogate the ntp server more closely.

restrict 127.0.0.1

restrict ::1

# Clients from this (example!) subnet have unlimited access,

# but only if cryptographically authenticated

#restrict 192.168.123.0  mask  255.255.255.0 notrust

# If you want to provide time to your local subnet, change the next line.

# (Again, the address is an example only.)

#broadcast 192.168.123.255

# If you want to listen to time broadcasts on your local subnet,

# de-comment the next lines. Please do this only if you trust everybody

# on the network!

#disable auth

#broadcastclient

Now we will reboot the server to ensure that everything is working properly.

shutdown -r now

OR

reboot

8)Install Postfix, Courier, Saslauthd, MySQL

To install Postfix, Courier, Saslauthd, MySQL, and phpMyAdmin, we simply run

apt-get install postfix postfix-mysql postfix-doc mysql-client mysql-server courier-authdaemon courier-authlib-mysql courier-pop courier-pop-ssl courier-imap courier-imap-ssl libsasl2-2 libsasl2-modules libsasl2-modules-sql sasl2-bin libpam-mysql openssl apache2 libapache2-mod-php5 php5 php5-mysql

You will be asked a few questions:

New password for the MySQL "root" user: <-- yourrootsqlpassword
Create directories for web-based administration ? <-- No
General type of mail configuration: <-- Internet Site
System mail name: <-- server1.example.com
SSL certificate required <-- Ok
Web server to reconfigure automatically: <-- apache2

9) Install Webmin

Installing Webmin in Ubuntu Gutsy Gibbon 

Webmin is a web-based interface for system administration for Unix. Using any modern web browser, you can setup user accounts, Apache, DNS, file sharing and much more. Webmin removes the need to manually edit Unix configuration files like /etc/passwd, and lets you manage a system from the console or remotely.

You can install webmin for your server web interface to configure apache,mysql servers.Now we will see how to install webmin in Ubuntu 7.10

Preparing your system

First you need to install the following packages

sudo apt-get install perl libnet-ssleay-perl openssl libauthen-pam-perl libpam-runtime libio-pty-perl libmd5-perl

Now download the latest webmin using the following command

wget http://prdownloads.sourceforge.net/webadmin/webmin_1.400_all.deb
Now we have webmin_1.400_all.deb package install this package using the following command

sudo dpkg -i webmin_1.400_all.deb

we need to install some perl packages:

sudo apt-get install libnet-ssleay-perl libauthen-pam-perl libio-pty-perl libmd5-perl

This will complete the installation.

Ubuntu in particular don't allow logins by the root user by default. However, the user created at system installation time can use sudo to switch to root. Webmin will allow any user who has this sudo capability to login with full root privileges.

Now you need to open your web browser and enter the following

https://your-server-ip:10000/
10) Install Postfixadmin

Postfixadmin includes a script to build the postfix database. So we need to get the postfixadmin package from internet.

# sudo wget http://switch.dl.sourceforge.net/sourceforge/postfixadmin/postfixadmin-2.2.0-rc3.tar.gz

# sudo zxvf postfixadmin-2.2.0-rc3.tar.gz

11) Configure the Postfix database in MySQL

mysqladmin -u root -p create postfix

Next we go te the MySQL shell:

mysql -u root -p

Create Users:

CREATE USER 'postfix'@'localhost' IDENTIFIED BY 'password';

CREATE USER 'postfixadmin'@'localhost' IDENTIFIED BY 'password';

CREATE USER 'vacation'@'localhost' IDENTIFIED BY 'password';

Insert the database tables and configuration.

mysql -u root -p < DATABASE_MYSQL.TXT

12) Configure Postfixadmin in Apache2

Change permissions

----------------------

Since the database  password is stored in the config.inc.php it's a good idea

to have change the permissions for Postfix Admin (the following assumes the files

are owned by the same user as the web server is running as - e.g. www-data).

  $ cd /var/www/postfixadmin

  $ chmod 640 *.php *.css

  $ cd /var/www/postfixadmin/admin/

  $ chmod 640 *.php .ht*

  $ cd /var/www/postfixadmin/images/

  $ chmod 640 *.gif *.png

  $ cd /var/www/postfixadmin/languages/

  $ chmod 640 *.lang

  $ cd /var/www/postfixadmin/templates/

  $ chmod 640 *.tpl

  $ cd /var/www/postfixadmin/users/

  $ chmod 640 *.php

<VirtualHost *>

DocumentRoot "/data/pub/postfixadmin-2.2.0-rc3"

ServerName postfixadmin.rrvader.nl

<Directory "/data/pub/postfixadmin-2.2.0-rc3">

allow from all

Options +Indexes

</Directory>

</VirtualHost>

Restart Apache webserver:

sudo /etc/init.d/apache2 restart

This website can now be accessed by pointing to: http://postfixadmin.rrvader.nl
13) Configuring Postfix

Now we have to tell Postfix where it can find all the information in the database. Therefore we have to create six text files. You will notice that I tell Postfix to connect to MySQL on the IP address 127.0.0.1 instead of localhost. This is because Postfix is running in a chroot jail and does not have access to the MySQL socket which it would try to connect if I told Postfix to use localhost. If I use 127.0.0.1 Postfix uses TCP networking to connect to MySQL which is no problem even in a chroot jail (the alternative would be to move the MySQL socket into the chroot jail which causes some other problems).

Please make sure that /etc/mysql/my.cnf contains the following line:

vi /etc/mysql/my.cnf

[...]

bind-address            = 127.0.0.1

[...]

If you had to modify /etc/mysql/my.cnf, please restart MySQL now:

/etc/init.d/mysql restart

Run

netstat -tap | grep mysql

to make sure that MySQL is listening on 127.0.0.1 (localhost.localdomain):

root@server1:~#netstat -tap | grep mysql
tcp  0   0  localhost.localdo:mysql *:*  LISTEN  5742/mysqld
root@server1:~#

Now the database schema is loaded, we need to make some changes/additions to the Postfix configuration to allow it to read some of it's configuration out of MySQL.

These are the changes I added the following into my /etc/postfix/main.cf :

# Custom stuff for postfix admin

virtual_alias_maps = mysql:/etc/postfix/mysql/virtual_alias_maps.cf

# What (virtual) domains Postfix does mail for

virtual_mailbox_domains = mysql:/etc/postfix/mysql/virtual_domains_maps.cf

# Where Postfix finds the mailbox for $user@$domain

virtual_mailbox_maps = mysql:/etc/postfix/mysql/virtual_mailbox_maps.cf

# Incase we are a backup MX server for any domains :

relay_domains = mysql:/etc/postfix/mysql/relay_domains_maps.cf

# Where all mailboxes are under 

# (i.e. resulting in /var/mail/vmail/$user@$domain/).

virtual_mailbox_base = /var/mail/vmail

# Quota limit...

virtual_mailbox_limit = 51200000

virtual_minimum_uid = 5000

virtual_transport = virtual

# What UID is used to deliver/own the mail files 

# (needs to link in with courier config)

virtual_uid_maps = static:5000

virtual_gid_maps = static:5000

# This is necessary for the virtual 'stuff' above to be used

local_transport = virtual

# This tells Postfix to accept mail for users 

# which appear in the virtual_mailbox_maps above.

local_recipient_maps = $virtual_mailbox_maps

disable:

#smtpd_tls_session_cache_database = btree:${queue_directory}/smtpd_scache

#smtp_tls_session_cache_database = btree:${queue_directory}/smtp_scache

this will otherwise give the following warning errors: 

request to update table btree:/var/spool/postfix/smtpd_scache in non-postfix directory /var/spool/postfix

redirecting the request to postfix-owned data_directory /var/lib/postfix

-------------------------------------------------------------------------------------------------------------------------------------------

Do not use this below! It is just for reference only!!!

postconf -e 'myhostname = server1.example.com'
postconf -e 'mydestination = server1.example.com, localhost, localhost.localdomain'
postconf -e 'mynetworks = 127.0.0.0/8'
postconf -e 'virtual_alias_domains ='
postconf -e 'virtual_alias_maps = proxy:mysql:/etc/postfix/mysql-virtual_forwardings.cf, mysql:/etc/postfix/mysql-virtual_email2email.cf'
postconf -e 'virtual_mailbox_domains = proxy:mysql:/etc/postfix/mysql-virtual_domains.cf'
postconf -e 'virtual_mailbox_maps = proxy:mysql:/etc/postfix/mysql-virtual_mailboxes.cf'
postconf -e 'virtual_mailbox_base = /home/vmail'
postconf -e 'virtual_uid_maps = static:5000'
postconf -e 'virtual_gid_maps = static:5000'
postconf -e 'smtpd_sasl_auth_enable = yes'
postconf -e 'broken_sasl_auth_clients = yes'
postconf -e 'smtpd_recipient_restrictions = permit_mynetworks, permit_sasl_authenticated, reject_unauth_destination'
postconf -e 'smtpd_use_tls = yes'
postconf -e 'smtpd_tls_cert_file = /etc/postfix/smtpd.cert'
postconf -e 'smtpd_tls_key_file = /etc/postfix/smtpd.key'
postconf -e 'transport_maps = proxy:mysql:/etc/postfix/mysql-virtual_transports.cf'
postconf -e 'virtual_create_maildirsize = yes'
postconf -e 'virtual_mailbox_extended = yes'
postconf -e 'virtual_mailbox_limit_maps = proxy:mysql:/etc/postfix/mysql-virtual_mailbox_limit_maps.cf'
postconf -e 'virtual_mailbox_limit_override = yes'
postconf -e 'virtual_maildir_limit_message = "The user you are trying to reach is over quota."'
postconf -e 'virtual_overquota_bounce = yes'
postconf -e 'proxy_read_maps = $local_recipient_maps $mydestination $virtual_alias_maps $virtual_alias_domains $virtual_mailbox_maps $virtual_mailbox_domains $relay_recipient_maps $relay_domains $canonical_maps $sender_canonical_maps $recipient_canonical_maps $relocated_maps $transport_maps $mynetworks $virtual_mailbox_limit_maps'

--------------------------------------------------------------------------------------------------------------------------------------------

Afterwards we can create the SSL certificate that is needed for TLS:

cd /etc/postfix
openssl req -new -outform PEM -out some_name.cert -newkey rsa:2048 -nodes -keyout some_name.key -keyform PEM -days 365 -x509

Country Name (2 letter code) [AU]: <-- Enter your Country Name (e.g., "DE").
State or Province Name (full name) [Some-State]: <-- Enter your State or Province Name.
Locality Name (eg, city) []: <-- Enter your City.
Organization Name (eg, company) [Internet Widgits Pty Ltd]: <-- Enter your Organization Name (e.g., the name of your company).
Organizational Unit Name (eg, section) []: <-- Enter your Organizational Unit Name (e.g. "IT Department").
Common Name (eg, YOUR name) []: <-- Enter the Fully Qualified Domain Name of the system (e.g. "server1.example.com").
Email Address []: <-- Enter your Email Address.

Then change the permissions of the some_name.key:

chmod o= /etc/postfix/some_name.key

Open main.cfg for editing and change these 2 lines 

# TLS parameters

smtpd_tls_cert_file=/etc/ssl/certs/ssl-cert-snakeoil.pem

smtpd_tls_key_file=/etc/ssl/private/ssl-cert-snakeoil.key

to:

# TLS parameters

smtpd_tls_cert_file=/etc/ssl/certs/some_name.pem

smtpd_tls_key_file=/etc/ssl/private/some_name.key

Next, create a directory to store the MySQL / Postfix .cf files, namely :

mkdir /etc/postfix/mysql

And then populate the files with appropriate stuff (this is lifted off from the Postfix wiki, just convered to mysql specific stuff)

MySQL note 

Tip for chroot/jailed enviroment (default in Debian, Ubuntu and others). 

Using "localhost" means that a local socket will be used to connect to mysql, which cause problems in a chroot'd environment. You must either create a link to the socket in the chroot environment or use hostname 127.0.0.1 to connect using TCP/IP instead. Postfix runs in a jailed enviroment in the /var/spool/postfix, and that's why it cannot connect to mysql. 

· If you have skip-networking in your my.cnf that means mysql accept connections thru socket only. You need to create a link to the mysql.sock in the postfix jail. Just run these commands: 

mkdir -p /var/spool/postfix/var/run/mysqld

chown mysql /var/spool/postfix/var/run/mysqld

ln /var/run/mysqld/mysqld.sock /var/spool/postfix/var/run/mysqld/mysqld.sock

For Debian users: insert the last line into /etc/mysql/debian-start, so that the link is automatically updated, when the mysql server is restarted. 

· If your mysql listen on the loopback interface (localhost), the way is to change all the hosts in /etc/postfix/mysql_*_maps.cf files from localhost to 127.0.0.1. Quote from mysql_table(5): 

NOTE: if you specify localhost as a hostname (even if you prefix it with

inet:), MySQL will connect to the default UNIX domain socket.  In order

to instruct MySQL to connect to localhost over TCP you have to specify

                  hosts = 127.0.0.1

virtual_alias_maps.cf

user = postfix

password = something

hosts = 127.0.0.1

dbname = postfix

query = SELECT goto FROM alias WHERE address='%s' AND active = true

virtual_domains_maps.cf 

user = postfix

password = something

hosts = 127.0.0.1

dbname = postfix

#query = SELECT domain FROM domain WHERE domain='%s'

#optional query to use when relaying for backup MX

query = SELECT domain FROM domain WHERE domain='%s' and backupmx = false and active = true

virtual_mailbox_limit_maps.cf 

# Used for QUOTA!

user = postfix

password = something

hosts = 127.0.0.1

dbname = postfix

query = SELECT quota FROM mailbox WHERE username='%s'

virtual_mailbox_maps.cf

user = postfix

password = something

hosts = 127.0.0.1

dbname = postfix

query = SELECT maildir FROM mailbox WHERE username='%s' AND active = true

relay_domains_maps.cf

user = postfix

password = something

hosts = 127.0.0.1

dbname = postfix

query = SELECT domain FROM domain WHERE domain='%s' and backupmx = true

For security you should do 

chmod 640 mysql_*

chgrp postfix mysql_*

At this point it's probably best doing :

tail -f /var/log/mail.log &

postfix stop

postfix start

And seeing if there are any errors reported.

Now we create a user and group called vmail with the home directory /home/vmail. This is where all mail boxes will be stored. 

groupadd -g 5000 vmail
useradd -g vmail -u 5000 vmail -d /home/vmail -m

You will need to create /var/mail/vmail and ensure it is chown 5000 /var/mail/vmail, else you'll encounter delivery problems.

20) Setting up the Postfix Admin Web Interface

Visit : http://myserver/postfixadmin-2.1.0 and you will be displayed with a welcome page; click on 'setup' and you'll get a list of things to install/fix.

cd /var/www/postfixadmin-2.1.0

cp config.inc.php.sample config.inc.php

vi config.inc.php

You'll need to edit the following in the config.inc.php file :

$CONF['postfix_admin_url'] = "http://myserver/postfixadmin-2.1.0";

$CONF['postfix_admin_path'] = "/var/www/postfixadmin-2.1.0";

$CONF['database_type'] = "mysql";

$CONF['database_host'] = "localhost";

$CONF['database_user'] = "postfixadmin";

$CONF['database_password'] = "something";

$CONF['database_name'] = "postfix";

$CONF['database_prefix'] = "";

$CONF['admin_email'] = "support@somewhere.com";

$CONF['domain_in_mailbox'] = "YES";

$CONF['show_footer_text'] = "YES";

$CONF['footer_text'] = "something";

$CONF['footer_link'] = "something";

21) Creating some test domains and users

We should now have the Postfix-MySQL integration sorted, but the database doesn't have any configuration within it, therefore we need to login to postfixadmin, and create a test domain. Once the domain exists, we can add in a test user for that domain, and then see if everything works. Monitoring /var/log/mail.log will help!

The default username/password for postfixadmin is admin/admin (see above); you can add additional admin users if you wish.

Once you can successfully send mail to a user, you should find that in /var/mail/vmail there is a directory with the same name as the user's login.

22) Configure Saslauthd

First run

mkdir -p /var/spool/postfix/var/run/saslauthd

Then edit /etc/default/saslauthd. Set START to yes and change the line OPTIONS="-c" to OPTIONS="-c -m /var/spool/postfix/var/run/saslauthd -r":

vi /etc/default/saslauthd

#

# Settings for saslauthd daemon

#

# Should saslauthd run automatically on startup? (default: no)

START=yes

# Which authentication mechanisms should saslauthd use? (default: pam)

#

# Available options in this Debian package:

# getpwent  -- use the getpwent() library function

# kerberos5 -- use Kerberos 5

# pam       -- use PAM

# rimap     -- use a remote IMAP server

# shadow    -- use the local shadow password file

# sasldb    -- use the local sasldb database file

# ldap      -- use LDAP (configuration is in /etc/saslauthd.conf)

#

# Only one option may be used at a time. See the saslauthd man page

# for more information.

#

# Example: MECHANISMS="pam"

MECHANISMS="pam"

# Additional options for this mechanism. (default: none)

# See the saslauthd man page for information about mech-specific options.

MECH_OPTIONS=""

# How many saslauthd processes should we run? (default: 5)

# A value of 0 will fork a new process for each connection.

THREADS=5

# Other options (default: -c)

# See the saslauthd man page for information about these options.

#

# Example for postfix users: "-c -m /var/spool/postfix/var/run/saslauthd"

# Note: See /usr/share/doc/sasl2-bin/README.Debian

OPTIONS="-c -m /var/spool/postfix/var/run/saslauthd -r"

Then create the file /etc/pam.d/smtp. It should contain only the following two lines (go sure to fill in your correct database details):


vi /etc/pam.d/smtp

auth    required   pam_mysql.so user=mail_admin passwd=mail_admin_password host=127.0.0.1 db=mail table=users usercolumn=email passwdcolumn=password crypt=1

account sufficient pam_mysql.so user=mail_admin passwd=mail_admin_password host=127.0.0.1 db=mail table=users usercolumn=email passwdcolumn=password crypt=1

Next create the file /etc/postfix/sasl/smtpd.conf. It should look like this:

vi /etc/postfix/sasl/smtpd.conf

pwcheck_method: saslauthd

mech_list: plain login

allow_plaintext: true

auxprop_plugin: mysql

sql_hostnames: 127.0.0.1

sql_user: mail_admin

sql_passwd: mail_admin_password

sql_database: mail

sql_select: select password from users where email = '%u'

Then restart Postfix and Saslauthd:

/etc/init.d/postfix restart
/etc/init.d/saslauthd restart

 

23) Configure Courier

Now we have to tell Courier that it should authenticate against our MySQL database. First, edit /etc/courier/authdaemonrc and change the value of authmodulelist so that it reads: 

vi /etc/courier/authdaemonrc

[...]

authmodulelist="authmysql"

[...]

Then make a backup of /etc/courier/authmysqlrc and empty the old file:

cp /etc/courier/authmysqlrc /etc/courier/authmysqlrc_orig
cat /dev/null > /etc/courier/authmysqlrc

Then open /etc/courier/authmysqlrc and put the following lines into it:

vi /etc/courier/authmysqlrc

MYSQL_SERVER localhost

MYSQL_USERNAME postfix

MYSQL_PASSWORD some_password

MYSQL_PORT 3306

MYSQL_DATABASE postfix

MYSQL_USER_TABLE mailbox

MYSQL_CRYPT_PWFIELD password

#MYSQL_CLEAR_PWFIELD password

MYSQL_UID_FIELD 5000

MYSQL_GID_FIELD 5000

MYSQL_LOGIN_FIELD username

MYSQL_HOME_FIELD "/var/mail/vmail"

#MYSQL_MAILDIR_FIELD CONCAT(SUBSTRING_INDEX(username,'@',-1),'/',SUBSTRING_INDEX(username,'@',1),'/')

#MYSQL_NAME_FIELD

MYSQL_MAILDIR_FIELD maildir

MYSQL_QUOTA_FIELD quota

Then restart Courier:

/etc/init.d/courier-authdaemon restart
/etc/init.d/courier-imap restart
/etc/init.d/courier-imap-ssl restart
/etc/init.d/courier-pop restart
/etc/init.d/courier-pop-ssl restart

By running

telnet localhost pop3

you can see if your POP3 server is working correctly. It should give back +OK Hello there. (Type quit to get back to the Linux shell.) 

root@server1:/etc/postfix# telnet localhost pop3
Trying 127.0.0.1...
Connected to localhost.localdomain.
Escape character is '^]'.
+OK Hello there.
quit
+OK Better luck next time.
Connection closed by foreign host.
root@server1:/etc/postfix#

 

8 Modify /etc/aliases (NIET GETEST!!)

Now we should open /etc/aliases. Make sure that postmaster points to root and root to your own username or your email address, e.g. like this: 

vi /etc/aliases

[...]

postmaster: root

root: postmaster@yourdomain.tld

[...]

or like this (if administrator is your own username):

[...]

postmaster: root

root:   administrator

[...]

Whenever you modify /etc/aliases, you must run

newaliases

afterwards and restart Postfix:

/etc/init.d/postfix restart 

24) Testing it all

Something like the below should work :

root@rvcu:~# tail -f /var/log/mail.log

root@rvcu:~# echo "test email" | nail -s "test email to me" dg@test.com

root@rvcu:~# Dec 28 14:57:27 localhost postfix/pickup[15230]: CBA2A127BBE: uid=0 from=

Dec 28 14:57:27 localhost postfix/cleanup[15710]: CBA2A127BBE: message-id=<20051228145727.CBA2A127BBE@localhost.localdomain>

Dec 28 14:57:27 localhost postfix/qmgr[15231]: CBA2A127BBE: from=, size=435, nrcpt=1 (queue active)

Dec 28 14:57:27 localhost postfix/virtual[15715]: CBA2A127BBE: to=, relay=virtual, delay=0, status=sent (delivered to maildir)

Dec 28 14:57:27 localhost postfix/qmgr[15231]: CBA2A127BBE: removed

root@rvcu:~# telnet localhost pop3

Trying 127.0.0.1...

Connected to localhost.localdomain.

Escape character is '^]'.

+OK Hello there.

user dg@test.com

+OK Password required.

pass test

+OK logged in.

Dec 28 14:58:38 localhost courierpop3login: Connection, ip=[::ffff:127.0.0.1]

Dec 28 14:58:49 localhost courierpop3login: LOGIN, user=dg@test.com, ip=[::ffff:127.0.0.1]

list

+OK POP3 clients that break here, they violate STD53.

1 493

.

quit

+OK Bye-bye.

Connection closed by foreign host.

25) Install and configure Horde

Get horde:

# sudo wget ftp://ftp.horde.org/pub/horde-webmail/horde-webmail-1.0.6.tar.gz

#sudo tar zxvf horde-webmail-1.0.6.tar.gz

create a horde user in MySQL

cd horde-webmail-1.0.6/scripts

sudo ./scripts/setup.php

Configure database settings:

db = mysql

persistent = no

connect as = horde

password = a password

connect with = tcp

server/host = 127.0.0.1

port = 3306

dbname to use = horde

charset = iso-8859-1

Create database or tables:

create database = yes

database user = root

password = mysqlpassword

(Below is not done and tested in MySQL)

create database:

cat groupware.pgsql.sql |sudo -u postgres psql

edit:

sudo vi /etc/postgresql/8.2/main/pg_hba.conf

# "local" is for Unix domain socket connections only

#local   all         all                              ident sameuser

local   horde       horde                             md5

Problem:

imapd-ssl: Failed to connect to socket /tmp/fam--

Creating a local user with the appropriate uid fixed the problem for me, when setting up courier/pgsql/postfix.

Problem:

Mar 06 00:37:36 HORDE [notice] [imp] Login success  

but doesn't login and goes back to login page.

Solution:  Check   $conf['cookie']['path'] = '/';  in config.php!

If you open browser like http://horde.yourdomain  it is a /

If you open browser like http://horde.yourdomain/horde  it is /horde

Problem:

Nag_task “DB Error: insufficient permissions”

Set Nag_table rights in Postgresql for database horde.

There need to be rights for user postgres and horde.

Problem

Could not open horde webpage. DB acces error

Check password of horde user in Postgresql

9 Install amavisd-new, SpamAssassin, And ClamAV

To install amavisd-new, spamassassin and clamav, run the following command: 

apt-get install amavisd-new spamassassin clamav clamav-daemon zoo unzip bzip2 unzoo libnet-ph-perl libnet-snpp-perl libnet-telnet-perl nomarch lzop pax

Afterwards we must configure amavisd-new. The configuration is split up in various files which reside in the /etc/amavis/conf.d directory. Take a look at each of them to become familiar with the configuration. Most settings are fine, however we must modify three files:

First we must enable ClamAV and SpamAssassin in /etc/amavis/conf.d/15-content_filter_mode by uncommenting the @bypass_virus_checks_maps and the @bypass_spam_checks_maps lines:

vi /etc/amavis/conf.d/15-content_filter_mode

The file should look like this:

use strict;

# You can modify this file to re-enable SPAM checking through spamassassin

# and to re-enable antivirus checking.

#

# Default antivirus checking mode

# Uncomment the two lines below to enable it back

#

@bypass_virus_checks_maps = (

   \%bypass_virus_checks, \@bypass_virus_checks_acl, \$bypass_virus_checks_re);

#

# Default SPAM checking mode

# Uncomment the two lines below to enable it back

#

@bypass_spam_checks_maps = (

   \%bypass_spam_checks, \@bypass_spam_checks_acl, \$bypass_spam_checks_re);

1;  # insure a defined return

And then you should take a look at the spam settings and the actions for spam-/virus-mails in /etc/amavis/conf.d/20-debian_defaults. There's no need to change anything if the default settings are ok for you. The file contains many explanations so there's no need to explain the settings here:

vi /etc/amavis/conf.d/20-debian_defaults

[...]

$QUARANTINEDIR = "$MYHOME/virusmails";

$log_recip_templ = undef;    # disable by-recipient level-0 log entries

$DO_SYSLOG = 1;              # log via syslogd (preferred)

$syslog_ident = 'amavis';    # syslog ident tag, prepended to all messages

$syslog_facility = 'mail';

$syslog_priority = 'debug';  # switch to info to drop debug output, etc

$enable_db = 1;              # enable use of BerkeleyDB/libdb (SNMP and nanny)

$enable_global_cache = 1;    # enable use of libdb-based cache if $enable_db=1

$inet_socket_port = 10024;   # default listenting socket

$sa_spam_subject_tag = '***SPAM*** ';

$sa_tag_level_deflt  = 2.0;  # add spam info headers if at, or above that level

$sa_tag2_level_deflt = 6.31; # add 'spam detected' headers at that level

$sa_kill_level_deflt = 6.31; # triggers spam evasive actions

$sa_dsn_cutoff_level = 10;   # spam level beyond which a DSN is not sent

$sa_mail_body_size_limit = 200*1024; # don't waste time on SA if mail is larger

$sa_local_tests_only = 0;    # only tests which do not require internet access?

[...]

$final_virus_destiny      = D_DISCARD;  # (data not lost, see virus quarantine)

$final_banned_destiny     = D_BOUNCE;   # D_REJECT when front-end MTA

$final_spam_destiny       = D_BOUNCE;

$final_bad_header_destiny = D_PASS;     # False-positive prone (for spam)

[...]

Finally, edit /etc/amavis/conf.d/50-user and add the line $pax='pax'; in the middle:

vi /etc/amavis/conf.d/50-user

use strict;

#

# Place your configuration directives here.  They will override those in

# earlier files.

#

# See /usr/share/doc/amavisd-new/ for documentation and examples of

# the directives you can use in this file

#

$pax='pax';

#------------ Do not modify anything below this line -------------

1;  # insure a defined return

Afterwards, run these commands to add the clamav user to the amavis group and to restart amavisd-new and ClamAV: 

adduser clamav amavis
/etc/init.d/amavis restart
/etc/init.d/clamav-daemon restart
/etc/init.d/clamav-freshclam restart

Now we have to configure Postfix to pipe incoming email through amavisd-new:

postconf -e 'content_filter = amavis:[127.0.0.1]:10024'
postconf -e 'receive_override_options = no_address_mappings'

Afterwards append the following lines to /etc/postfix/master.cf:

vi /etc/postfix/master.cf

[...]

amavis unix - - - - 2 smtp

        -o smtp_data_done_timeout=1200

        -o smtp_send_xforward_command=yes

127.0.0.1:10025 inet n - - - - smtpd

        -o content_filter=

        -o local_recipient_maps=

        -o relay_recipient_maps=

        -o smtpd_restriction_classes=

        -o smtpd_client_restrictions=

        -o smtpd_helo_restrictions=

        -o smtpd_sender_restrictions=

        -o smtpd_recipient_restrictions=permit_mynetworks,reject

        -o mynetworks=127.0.0.0/8

        -o strict_rfc821_envelopes=yes

        -o receive_override_options=no_unknown_recipient_checks,no_header_body_checks

        -o smtpd_bind_address=127.0.0.1

Then restart Postfix:

/etc/init.d/postfix restart

Now run

netstat -tap

and you should see Postfix (master) listening on port 25 (smtp) and 10025, and amavisd-new on port 10024:

root@server1:/etc/postfix# netstat -tap
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address           Foreign Address         State       PID/Program name
tcp        0      0 localhost.localdo:10024 *:*                     LISTEN     14770/amavisd (mast
tcp        0      0 localhost.localdo:10025 *:*                     LISTEN     15800/master
tcp        0      0 localhost.localdo:mysql *:*                     LISTEN     5742/mysqld
tcp        0      0 *:smtp                  *:*                     LISTEN     15800/master
tcp6       0      0 *:imaps                 *:*                     LISTEN     13290/couriertcpd
tcp6       0      0 *:pop3s                 *:*                     LISTEN     13359/couriertcpd
tcp6       0      0 *:pop3                  *:*                     LISTEN     13320/couriertcpd
tcp6       0      0 *:imap2                 *:*                     LISTEN     13253/couriertcpd
tcp6       0      0 *:www                   *:*                     LISTEN     4961/apache2
tcp6       0      0 *:ssh                   *:*                     LISTEN     3725/sshd
tcp6       0      0 server1.example.com:ssh ::ffff:192.168.0.2:4670 ESTABLISHED3783/0
root@server1:/etc/postfix#

 

10 Install Razor, Pyzor And DCC And Configure SpamAssassin

Razor, Pyzor and DCC are spamfilters that use a collaborative filtering network. To install them, run 

apt-get install razor pyzor dcc-client

Now we have to tell SpamAssassin to use these three programs. Edit /etc/spamassassin/local.cf and add the following lines to it:

vi /etc/spamassassin/local.cf

[...]

#dcc

use_dcc 1

dcc_path /usr/bin/dccproc

#pyzor

use_pyzor 1

pyzor_path /usr/bin/pyzor

#razor

use_razor2 1

razor_config /etc/razor/razor-agent.conf

#bayes

use_bayes 1

use_bayes_rules 1

bayes_auto_learn 1

Then we must enable the DCC plugin in SpamAssassin. Open /etc/spamassassin/v310.pre and uncomment the loadplugin Mail::SpamAssassin::Plugin::DCC line:

vi /etc/spamassassin/v310.pre

# This is the right place to customize your installation of SpamAssassin.

#

# See 'perldoc Mail::SpamAssassin::Conf' for details of what can be

# tweaked.

#

# This file was installed during the installation of SpamAssassin 3.1.0,

# and contains plugin loading commands for the new plugins added in that

# release.  It will not be overwritten during future SpamAssassin installs,

# so you can modify it to enable some disabled-by-default plugins below,

# if you so wish.

#

# There are now multiple files read to enable plugins in the

# /etc/mail/spamassassin directory; previously only one, "init.pre" was

# read.  Now both "init.pre", "v310.pre", and any other files ending in

# ".pre" will be read.  As future releases are made, new plugins will be

# added to new files, named according to the release they're added in.

###########################################################################

# DCC - perform DCC message checks.

#

# DCC is disabled here because it is not open source.  See the DCC

# license for more details.

#

loadplugin Mail::SpamAssassin::Plugin::DCC

# Pyzor - perform Pyzor message checks.

#

loadplugin Mail::SpamAssassin::Plugin::Pyzor

# Razor2 - perform Razor2 message checks.

#

loadplugin Mail::SpamAssassin::Plugin::Razor2

# SpamCop - perform SpamCop message reporting

#

loadplugin Mail::SpamAssassin::Plugin::SpamCop

# AntiVirus - some simple anti-virus checks, this is not a replacement

# for an anti-virus filter like Clam AntiVirus

#

#loadplugin Mail::SpamAssassin::Plugin::AntiVirus

# AWL - do auto-whitelist checks

#

loadplugin Mail::SpamAssassin::Plugin::AWL

# AutoLearnThreshold - threshold-based discriminator for Bayes auto-learning

#

loadplugin Mail::SpamAssassin::Plugin::AutoLearnThreshold

# TextCat - language guesser

#

#loadplugin Mail::SpamAssassin::Plugin::TextCat

# AccessDB - lookup from-addresses in access database

#

#loadplugin Mail::SpamAssassin::Plugin::AccessDB

# WhitelistSubject - Whitelist/Blacklist certain subject regular expressions

#

loadplugin Mail::SpamAssassin::Plugin::WhiteListSubject

###########################################################################

# experimental plugins

# DomainKeys - perform DomainKeys verification

#

# External modules required for use, see INSTALL for more information.

# Note that this may be redundant if you also plan to use the DKIM plugin.

#

#loadplugin Mail::SpamAssassin::Plugin::DomainKeys

# MIMEHeader - apply regexp rules against MIME headers in the message

#

loadplugin Mail::SpamAssassin::Plugin::MIMEHeader

# ReplaceTags

#

loadplugin Mail::SpamAssassin::Plugin::ReplaceTags

You can check your SpamAssassin configuration by executing:

spamassassin --lint

It shouldn't show any errors. 

Restart amavisd-new afterwards:

/etc/init.d/amavis restart

11 Quota Exceedance Notifications

If you want to get notifications about all the email accounts that are over quota, then do this: 

cd /usr/local/sbin/
wget http://puuhis.net/vhcs/quota.txt
mv quota.txt quota_notify
chmod 755 quota_notify

Open /usr/local/sbin/quota_notify and edit the variables at the top. Further down in the file (towards the end) there are two lines where you should add a % sign: 

vi /usr/local/sbin/quota_notify

[...]

my $POSTFIX_CF = "/etc/postfix/main.cf";

my $MAILPROG = "/usr/sbin/sendmail -t";

my $WARNPERCENT = 80;

my @POSTMASTERS = ('postmaster@yourdomain.tld');

my $CONAME = 'My Company';

my $COADDR = 'postmaster@yourdomain.tld';

my $SUADDR = 'postmaster@yourdomain.tld';

my $MAIL_REPORT = 1;

my $MAIL_WARNING = 1;

[...]

           print "Subject: WARNING: Your mailbox is $lusers{$luser}% full.\n";

[...]

           print "Your mailbox: $luser is $lusers{$luser}% full.\n\n";

[...]

Run


crontab -e

to create a cron job for that script: 

0 0 * * * /usr/local/sbin/quota_notify &> /dev/null

 

12 Test Postfix

To see if Postfix is ready for SMTP-AUTH and TLS, run

telnet localhost 25

After you have established the connection to your Postfix mail server type

ehlo localhost

If you see the lines

250-STARTTLS

and

250-AUTH LOGIN PLAIN

everything is fine:

root@server1:~# telnet localhost 25
Trying 127.0.0.1...
Connected to localhost.localdomain.
Escape character is '^]'.
220 server1.example.com ESMTP Postfix (Ubuntu)
ehlo localhost
250-server1.example.com
250-PIPELINING
250-SIZE 10240000
250-VRFY
250-ETRN
250-STARTTLS
250-AUTH PLAIN LOGIN
250-AUTH=PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME
250 DSN
quit
221 2.0.0 Bye
Connection closed by foreign host.
root@server1:~#

Type

quit

to return to the system shell.

13 Populate The Database And Test
To populate the database you can use the MySQL shell: 

mysql -u root -p
USE mail;

At least you have to create entries in the tables domains and users: 

INSERT INTO `domains` (`domain`) VALUES ('example.com');
INSERT INTO `users` (`email`, `password`, `quota`) VALUES ('sales@example.com', ENCRYPT('secret'), 10485760);

(Please take care you use the ENCRYPT syntax in the second INSERT statement in order to encrypt the password!)

If you want to make entries in the other two tables, that would look like this:

INSERT INTO `forwardings` (`source`, `destination`) VALUES ('info@example.com', 'sales@example.com');
INSERT INTO `transport` (`domain`, `transport`) VALUES ('example.com', 'smtp:mail.example.com');

To leave the MySQL shell, type

quit;

For most people it is easier if they have a graphical front-end to MySQL; therefore you can also use phpMyAdmin (in this example under http://192.168.0.100/phpmyadmin/ or http://server1.example.com/phpmyadmin/) to administrate the mail database. Again, when you create a user, go sure that you use the ENCRYPT function to encrypt the password: 


   

I do not think I have to explain the domains and users table further. 

The forwardings table can have entries like the following: 

source 
destination 
 

info@example.com 
sales@example.com 
Redirects emails for info@example.com to sales@example.com 

@example.com 
thomas@example.com 
Creates a Catch-All account for thomas@example.com. All emails to example.com will arrive at thomas@example.com, except those that exist in the users table (i.e., if sales@example.com exists in the users table, mails to sales@example.com will still arrive at sales@example.com). 

@example.com 
@anotherdomain.tld 
This redirects all emails to example.com to the same user at anotherdomain.tld. E.g., emails to thomas@example.com will be forwarded to thomas@anotherdomain.tld. 

info@example.com 
sales@example.com, billing@anotherdomain.tld 
Forward emails for info@example.com to two or more email addresses. All listed email addresses under destination receive a copy of the email. 

The transport table can have entries like these: 

domain 
transport 
 

example.com 
: 
Delivers emails for example.com locally. This is as if this record would not exist in this table at all. 

example.com 
smtp:mail.anotherdomain.tld 
Delivers all emails for example.com via smtp to the server mail.anotherdomain.com. 

example.com 
smtp:mail.anotherdomain.tld:2025 
Delivers all emails for example.com via smtp to the server mail.anotherdomain.com, but on port 2025, not 25 which is the default port for smtp. 

example.com 
smtp:[1.2.3.4] 
smtp:[1.2.3.4]:2025 
smtp:[mail.anotherdomain.tld] 
The square brackets prevent Postfix from doing lookups of the MX DNS record for the address in square brackets. Makes sense for IP addresses. 

.example.com 
smtp:mail.anotherdomain.tld 
Mail for any subdomain of example.com is delivered to mail.anotherdomain.tld. 

* 
smtp:mail.anotherdomain.tld 
All emails are delivered to mail.anotherdomain.tld. 

joe@example.com 
smtp:mail.anotherdomain.tld 
Emails for joe@example.com are delivered to mail.anotherdomain.tld. 

See 

man transport 

for more details. 

Please keep in mind that the order of entries in the transport table is important! The entries will be followed from the top to the bottom. 

Important: Postfix uses a caching mechanism for the transports, therefore it might take a while until you changes in the transport table take effect. If you want them to take effect immediately, run 

postfix reload 

after you have made your changes in the transport table. 

 

14 References 

Tutorial: ISP-style Email Service with Debian-Sarge and Postfix 2.1: http://workaround.org/articles/ispmail-sarge/ 

Postfix + Quota: http://vhcs.net/new/modules/newbb/viewtopic.php?topic_id=3496&forum=17 

Mail Passwords Encrypted using saslauthd: http://www.syscp.de/docs/public/contrib/cryptedmailpws 

 

15 Links 

· Postfix MTA: http://www.postfix.org/ 

· Postfix Quota Patch: http://web.onda.com.br/nadal/ 

· phpMyAdmin: http://www.phpmyadmin.net/ 

· Ubuntu: http://www.ubuntu.com/ 


7) Install SAMBA 

We want to install SAMBA because we wish to have a domain the Windows clients can participate in. We also want to share files, etc... SAMBA is a good program for this. One thing to look forward to is the fact that SAMBA now has access to Microsoft documents that detail the SMB protocol. What does this mean? Well it hopefully means that in the future SAMBA and Windows will be able to interoperate without issues.

It has been pointed out that this step could be optional in some situations. For example, if you are running a Linux only network then yes, this part could be optional. And so will several other parts. Also, if you wish to seperate your services and run SAMBA on a different server. Therefore look at these directions as a guide in those situations and for the second server example you should be able to follow most of the same steps without issue and have it work, providing DNS works that is.

For the majority of people following this guide then this is a required step. Please don't deviate unless you know what you are doing. 

Install the required software:

apt-get install samba smbclient samba-doc (eventualy: smbldap-tools)

There should be no prompts for answers or any additional configuration.
7) Install Teamspeak 

Install teamspeak-server_2.0.23.19-1:

sudo apt-get install teamspeak-server

Server is installed in /usr/bin/

Server settings in /etc/teamspeak-server/

server.log is in /var/log/teamspeak-server.log

User for teamspeak server is 111
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