Installing PatchQuest Server on Ubuntu 7.10 Gutsy Gibbon

(installation from a console)

Prerequisites

Prior to installing and starting PatchQuest in your enterprise, ensure that the following are taken care

of :

Ports to be freed up

The web server port number is 8080 by default. The web-client connects to this port to access the

server. During installation of the PatchQuest Server you will be given an option to configure this port

number.

The PatchQuest Server listener port is 9000 by default. The PatchQuest Agent communicates to the

server through this port number. During installation of the PatchQuest Server you will be given an

option to configure this port number.

Internet Connection

An internet connection with a minimum speed of 56 kbps is required. This connection can be

intermittent, but before server is started for the first time, the server machine must be connected to the

net.

Machine access rights
If you are install PatchQuest in a Windows system, ensure that the system is the Windows domain of

your enterprise

Administrator rights for Windows machines and Super-user access for Linux machines is to be made

available for the software to login remotely and execute patch deployment tasks.

Installation of Samba-TNG in Linux machines

If you intend to run the PatchQuest server in Linux OS, ensure that Samba-TNG software is installed.

This software facilitates communication between the Linux server and the Windows target machines

(only in agentless mode).

You can download the software from : http://download.samba-tng.org/tng/

For more information on Samba-TNG, refer to : http://www.samba-tng.org/

Server Installation

The PatchQuest Linux version is available as a binary file (.bin). Download the file and provide

executable permissions (using chmod command). Execute the file from the shell prompt as below :

# sudo chmod 744 SecureCentral_PatchQuest.bin

# sudo ./<file_name>.bin

 -console

Follow the instructions that come up on the screen.

The installation works well for headless Linux systems (no X-Windows) also. In this mode, you can

install PatchQuest using : ./<file_name>.bin -console

Note : Ensure that Samba-TNG is installed in Linux machines, before you run the PatchQuest server

for managing Windows systems in the agentless mode.

Starting Server

After installing the PatchQuest server, execute the script file run.sh located in

<PatchQuest_Server_Install_Dir>/AdventNet/SecureCentral/PatchQuest/bin from a console. The

server starts up and a message stating "Server started successfully" is displayed in the console.

# sudo ./run.sh

Optional: If you have installed the PatchQuest server as a daemon, you will be prompted to start the service

immediately after installation. If you choose 'No', you can start the service at any time using the

command : /etc/rc5.d/S90pqserver start

Note : In case, server start-up is unsuccessful, refer to the server's log file - serverout<number>.txt

(e.g. serverout0.txt) located in

<PatchQuest_Server_Install_Dir>/AdventNet/SecureCentral/PatchQuest/server/default/log/

directory; to debug the problem.

Stopping Server

To shutdown the PatcchQuest server running in a console, execute the script file shutdown.sh

located in <PatchQuest_Server_Install_Dir>/AdventNet/ SecureCentral/PatchQuest/bin from a

console.

# sudo ./shutdown.sh

Optional: If you have installed the PatchQuest server that is running as a daemon, execute the command :

/etc/rc5.d/S90pqserver stop

Starting the Web Client

On successful server start-up, the web interface of PatchQuest opens up automatically in a web-

browser.

Alternatively, open a browser window of your favorite browser (refer to System Requirements for the

browsers supported). Connect to the URL : http://<PatchQuest_Server_name>:port_number/.

(default web server port is 8080). e.g. http://localhost:8080/. The login screen of the product appears.

Enabling HTTPS Support

The PatchQuest web client can run in HTTPS mode and the web client and PatchQuest Server can

communicate with each other over HTTPS, thus making the communication more secure. In order to

enable HTTPS support for the web client, carry out these steps :

      •   Traverse to the <PatchQuest_Install_Dir>/bin directory and open a command prompt from

          here

      •   Execute the command: sh HTTPSSupport.sh enable <HTTPS web port number> (for Linux)

      •   This will make the necessary changes in the required configuration files to enable this support

      •   Restart the PatchQuest server or service if it is already running, for this to take effect.

      •   Now when the web client is connected to, it will communicate with the server over HTTPS.

          The web client can be accessed over a HTTPS URL like https://localhost:portnumber/

Note : If you do not supply the HTTPS web port number, then the default port set will be 8443 for the

first time. Every successive time when you invoke this without specifying the port number, the

previously set port number will be used.

Disabling HTTPS Support

To revert to the original setup i.e. HTTP mode of client-server communication, execute the following

command and restart the PatchQuest server for this setting to take effect :

sh HTTPSSupport.sh disable

Accessing the Web Interface

From the login screen that is displayed after you connect to the PatchQuest Server, provide the

username and password to have access to the user interface of PatchQuest patch management

solution. For first time users, both the username and password are admin by default.

After successful authentication, you will led to the Home Page of the UI. From here you can follow the

Quick Links to start your patch management operations, and navigate using the tabs to access the

different functions of PatchQuest.

Uninstall PatchQuest

# sudo ./blabla/blabla/PatchQuest/_uninst$/uninstaller.bin -console

