How to setup Poptop (pptpd) VPN server on Linux

This post will help you setup a VPN server which uses the Point-to-Point Tunneling Protocol (PPTP) on a Linux machine (and optionally allow your clients to access the internet through the tunnel). The reason I prefer to use PPTP over all other protocols is simply because it is much easier to configure. At the end of this article, you will end up with a VPN server (PPTP) that encrypts all data (MPPE) and allows your clients to access the internet (using iptables forwarding).

Assumptions

· You know how to search and install programs on your server 

· You know how to edit files on your server 

· You have root access on your server 

· You know which network interface you want to use on your server (ifconfig for list, e.g. eth0, eth1, eth2, etc) 

· You understand basic networking 

· You have a client to test your installation (such as a computer running Microsoft Windows) 

· You have disabled any firewall on your server 

· Your server has a recent kernel 

· You are able to ping the server before starting the installation 

· You are able to ping the client before starting the installation 

Step 1

Install the following programs:

· Poptop (pptpd) 

· Iptables 

Step 2

Edit the file /etc/pptpd.conf and set the IP range:

localip 192.168.0.1

remoteip 192.168.0.234-238,192.168.0.245

The ‘localip‘ setting should be the IP address given to your server by your router (or if you do not have a router, it will be the IP given to you by your internet service provider).

The ‘remoteip‘ setting can contain multiple IP addresses (minimum 1). Every client that connects to your VPN server is assigned one of these IPs (one per client). The more you have, the more clients your server will be able to support. These IPs do not have to be in the same range as your localip. You can use 192.168.1.234-238 or 192.168.1.10-250, or anything else that fits your needs. It is generally a good idea to limit the range to the maximum amount of clients you think your server will handle.

The ‘listen‘ setting is optional and for advanced users only. It is used to bind the daemon to a specific IP address. It is used in the same way as the localip setting.

Important: From this point on, I will assume that you picked 192.168.5.1-254 for your ‘remoteip‘. Please make sure to change all values accordingly.

Step 3

Edit the file /etc/ppp/chap-secrets and add your users:

username pptp password *

For example, to allow username ‘john’ with password ’smith’, you would add this:

john pptp smith *

Do not change or remove ‘pptp’. Advanced users may replace the * with an IP or IP range to limit that user to connect from that IP. Most users need to leave this setting to *.

Step 4

Start the server:

/etc/init.d/pptpd restart

Checkpoint 1

At this point, if everything was setup properly, you should be able to establish a VPN connection to your server. We are going to test this by having the client ‘ping’ the server, and by having the server ‘ping’ the client. Assuming that the server’s (public) IP is 1.2.3.4, run the following command on the client:

ping 1.2.3.4

Your client should be able to ping the server (and nothing else at this point except possibly it’s own gateway). We will now run the same test on the server except we will use the IP given to the client by the server (as indicated in the ‘remoteip’ setting). To determine which IP was given to your client, you can run the following command on the server:

ifconfig

You need to look for something similar to:

ppp0  Link encap:Point-Point Protocol
inet addr:192.168.1.112  P-t-P:192.168.5.1 Mask:255.255.255.0

Once you have spotted the P-t-P IP, you will run the following command on the server:

ping 192.168.5.1

If everything succeeds, and you want your clients to be able to use your server to access the internet, you can proceed to the next step.

Note: On Microsoft Windows Vista, you need to make the your network ‘private’ because if it is ‘public’ you will not be able to ping the machine.

Step 5

We will use packet forwarding to allow your users access to the internet. This setting is disabled by default on most systems, and you need to enable it on your server. You can check if your server allows packet forwarding by running the following command:

cat /proc/sys/net/ipv4/ip_forward

If the above command returns a ‘1′, you can move onto the next step. Otherwise, run the following command to enable packet forwarding:

echo 1 > /proc/sys/net/ipv4/ip_forward

You can run the test again to verify everything worked perfectly.

Note: the value is reset if you reboot the server. To enable it all the time, edit your /etc/sysctl.conf file.

Step 6

Allowing your clients to access the internet through the VPN tunnel is not as hard as it has been made to be. Iptables is a program that lets you add rules that your kernel will follow before processing packets. We are going to use it to tell the kernel to forward any packets coming from the tunnel out to the internet (and vice versa). If you currently use iptables with your server, you should know how to add the rules to your script. For anyone else, create (as root) a file called vpn-forwarding.sh (name and location does not matter, preferably in ~/vpn-forwarding.sh) and add the following to it:

#!/bin/sh

# Flush all rules

iptables -F

iptables -X

iptables -Z

# Allow all VPN stuff

iptables -A INPUT -p tcp –dport 1723 -j ACCEPT

iptables -A INPUT -p 47 -j ACCEPT

iptables -A OUTPUT -p tcp –sport 1723 -j ACCEPT

iptables -A OUTPUT -p 47 -j ACCEPT

iptables -A FORWARD -i ppp0 -o eth0 -s 192.168.5.0/24 -m state –state NEW -j ACCEPT

iptables -A FORWARD -m state –state ESTABLISHED,RELATED -j ACCEPT

iptables -A POSTROUTING -t nat -o eth0 -j MASQUERADE

You need to replace ‘eth0′ by your server’s network interface, and you need to replace the IP range specified above by the IP range your server sends to all clients. When executed, this script does this:

· Clear all rules previously set by iptables 

· Allow input on port 1723 (for protocol tcp) 

· Allow input on protocol 47 (gre, required for vpn!) 

· Allow output on port 1723 (for protocol tcp) 

· Allow output on protocol 47 

· Forward all new packets from ppp0 to eth0 for the 192.168.5.0/24 range 

· Forward all packets from anywhere to anywhere as long as they were previously connected by the above rule 

· Setup a NAT so that the server can send back data to all clients 

All you have to do now is make the script executable, and run it:

chmod +x vpn-forwarding.sh

./vpn-forwarding.sh

Your clients should now be able to access the internet through their VPN tunnel.

Troubleshooting

If you are having problems, take a look at the “Diagnosing Forwarding on PPTPD” website.

If you still cannot get it to work, feel free to ask by posting a comment.
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